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Abstract—We propose a storage-optimal and computation effi-
cient primitive to spread information from a single data source
to a set of storage nodes, to allow recovery from both crash-
stop and Byzantine failures. A progressive data retrieval scheme
is employed, which retrieves minimal amount of data from live
storage nodes. The scheme adapts the cost of successful data
retrieval to the degree of errors in the system. Implementation
and evaluation studies demonstrate comparable performance to
that of a genie-aid decoding process.

Index Terms—Network storage, Byzantine failures, Reed-
Solomon code, Error-detection code

I. INTRODUCTION

Many existing approaches to survivable storage assume
crash-stop behaviors, i.e., a storage device becomes unavail-
able if failed (also called “erasure”). Solutions such as various
RAID configurations [1] and their extensions are engineered
for high read and write data throughput. Thus, typically low-
complexity (replication or XOR-based) coding mechanisms
are employed to recover from limited degree of erasure. We
argue that Byzantine failures, where devices fail in arbitrary
manner and cannot be trusted, are becoming more pertinent
with the prevalence of cheap storage devices, software bugs
and malicious attacks. Efficient encode and decode primitives
that can detect data corruption and handle Byzantine failures
serve as a fundamental building block to support higher
level abstractions such as multi-reader multi-writer atomic
register [2] in distributed systems.

In this paper, we provide a design and implementation of
a novel progressive data retrieval mechanism that is optimal
in storage and communication, and computationally efficient.
It handles Byzantine failures in storage nodes gracefully as
the probability of failures increases. The rest of the paper is
organized as follows. Background and related work is given in
Section II. Details of the incremental RS decoding algorithm
are provided in Section III. An analysis of our coding and
communication complexity is provided in Section IV. Evalu-
ation results are presented in Section V. Finally, we conclude
the paper in Section VI.

II. BACKGROUND

Our redunancy scheme is based on (n,k) MDS codes,
which can recover from any v errors if v < t — [5],
where s is the number of erasures (unretrievable symbols) and

t = (n—k)/2 is the error-erasure correcting capability of the
code. Without loss of generality, assume that a file is divided
into k£ symbols, encoded into n symbols and stored at . storage
nodes, one symbol per storage node.

Encoding: Let the sequence of k£ information symbols in
GF(2™) be u = (ug,u1,...,ux—1) and u(x) be the infor-
mation polynomial of w represented as u(z) = Zf;ol w;xt.
The codeword polynomial, ¢(x), corresponding to u(x) can
be derived by multiplying u(z) with g(x), where g(z) is a
generator polynomial of an RS code [3].

Decoding: The decoding process of RS codes is more com-
plex. A complete description of decoding of RS codes can be
found in [4].

Let r(z) be the received polynomial and r(z) = ¢
e(z) + v(x) = c(x) + A(x), where e(z) = >0 Olejar‘,
y(x) = 302y el and A(z) = 3070 \ad = e(x) + (x)
are the error, erasure and errata polynomials, respectively. Note
that g(z) and (hence) c(z) have o, a’t1 ... ab+2~1 ag
roots. This property is used to determine the error locations
and recover the information symbols.

The basic procedure of RS decoding is shown in Figure 1.
The last step of the decoding procedure involves solving a
linear set of equations, and can be made efficient by the use
of Vandermonde generator matrices [5]. Several XOR-based
erasure codes (in a field of GF(2)) have been used in storage
systems [6], [7]. But the gain in computation efficiency of
these codes is achieved by trading off fault tolerance. Also,
RAID-6 systems can recover from the loss of exactly two
disks but cannot handle Byzantine failures.

(z) +

III. INCREMENTAL RS DECODING

In this section, we present the incremental RS decoding
algorithm. Compared to classic RS decoding, it utilizes in-
termediate computation results and decodes incrementally as
more symbols become available.

A. The basic algorithm

Given the received coded symbols (rg,71,...,7,—1) with
erasures set to be zero, the generalized syndrome polynomial
S(x) can be calculated as [8],

n—1 n—1
S(z) = ZM”’T ZA pLE) ZTed) g

:rfaJ xr—aJ
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Fig. 1. Block diagram of RS decoding. The texts on

where T'(x) is an arbitrary polynomial with degree (n — k)
and « is a primitive element in GF'(2™). Assume that v errors
occur in unknown locations ji, ja2,...,J, and s erasures in
known locations mq,mso, ..., ms of the received polynomial.

Then e(z) = vaz

is the value of the /-th error, { = 1,--- ,v, and 7,,, is the
value of the (-th erasure, / = 1,--- ,s.! The decoding process
is to find all ji, e;,, my, and vp,,. Let E = {j1, -+ ,ju},
M = {mq, -+ ,ms}, and D = EUM. Clearly, ENM = ().
It has been shown that a key equation for decoding is

Ji m; :
> ejx’ and y(x where e,

A@)S(x) = ¥ (2)T(x) + Q) , 2
where
Mo = [[e-a)=[[-e) ] =)
j€ED JEE jeM
= Agp(z)Am(z) (3)
V() = Y o [] (z-a) @)
N
Qz) = - Z 20T (a?) H (z—a) . ®)
jen

If 2v+s < n—k+ 1, then (2) has a unique solution
{A(z),¥(x),Q(z)}. Instead of solving (2) by either the
Euclidean or Berlekamp-Massey algorithm we introduce a
reduced key equation [8] that can be solved by the Welch-
Berlekamp (W-B) algorithm [4]. It will be demonstrated that
by using W-B algorithm and the reduced key equation, the
complexity of decoding can be reduced drastically. Let T =
{§|IT(a?) = 0}. Let a set of coordinates U C {0,1,...,n—1}
be defined by U = M N T. A polynomial Ay(z) is then
defined by Au(z) = [[;cu (z —a’), which is known for
the receiver since T'(x) and M are both known. Since Ay (z)
divides both A(z) and T'(z), according to (2), it also divides
Q(x). Hence, we have the following reduced key equation:

Az)S(z) = U(2)T () + Q) , (6)

where A(z) = A(z)Au(z), T(z) = T(x)Ay(z) and Q(z) =
Q(z)Au(z) Note that A(z) is still a multiple of the error
location polynomial Ag(x). The reduced key equation can
have a unique solution if

n—k+1+s

deg(§2(x)) < deg(A(2)) < 5 —-[ul, O

I'Since the received values in the erased positions are zero, Ym, =
ford =1,---,s

—Cm,

positions information polynomial

top of the boxes correspond to existing algorithms.

where deg(-) is the degree of a polynomial and |U| is the
number of elements in set U.
For all j € T\U,? by (6), we have

A(a?)S(a?) = Q(a?) ®)

since T'(a) = 0. Note that o/ is a sampling point and S(a”)
the sampled value for (8). The unique solution {A(z), Q(z)}
can then be found by the W-B algorithm with time complexity
O((n — k — |U[)?) [4]. Once all coefficients of the errata
polynomial are found, the error locations j, can be determined
by successive substitution through Chien search [9]. When
the solution of (6) is obtained, the errata values can be
calculated. Since there is no need to recover the errata values
in our application we omit the calculations. In summary, there
are three steps in the decoding of RS codes that must be
implemented. First, the sampled values of S(a’) for j € T\U
must be calculated. Second, the W-B algorithm is performed
based on the pairs (a/, S(a’)) in order to obtain a valid A(z).
If a valid /1(93) is obtained, then error locations are found by
Chien search; otherwise, decoding failure is reported.

B. Incremental computation of S(z), A(z), Q(z)

Let us choose T(z) = [[Z¢ ' (z—a™), where m;
are those corresponding positions of missing data symbols
after the data collector has retrieved encoded symbols from
k storage nodes. In the decoding process, these are erased
positions before the first iteration of error-erasure decoding.
Let Uy = {mg,...,mn_k_1}. It has been proven that the
generator polynomial of a Vandermonde-matrix based RS
code [3] has a™ %, a" %=1 ... « as roots. The error-erasure
decoding algorithm is mainly based on W-B algorithm which
is an iterative rational interpolation method.

In the /th iteration, ¢ errors are assumed in the data and
the number of erasures is n — k — 2¢. Let ('(Z) + 1)th and
(45 04 1)th nodes be the two storage nodes just accessed in
the /(th iteration. Let U, = U,_ 1\{]9,]2 }. Based on Uy
the W-B algorithm will find A)(z) and Q) (z) which satisfy

AD () SO () = QO (a?) for all j € Up\Uy ,

where S()(x) is the generalized syndrome with r; = 0
for all 7; € U, It has been shown that deg(A()(z)) >
deg(Q®) (x)) for any ¢ by a property of W-B algorithm. Thus,
if deg(A)(z)) < "=EHHYd 1y, | = ¢4+ 1/2, then the
unique solution will exist due to (7). By the definition of
generalized syndrome polynomial in (1), for ¢ € Uy\Uy, we
have

2\ is the set difference.



This full text paper was peer reviewed at the direction of IEEE Communications Society subject matter experts for publication in the IEEE INFOCOM 2010 proceedings

This paper was presented as part of the Mini-Conference at IEEE INFOCOM 2010

n—1
; F L
sW@y = > I — T (@) ©)
o o) — o
J¢uU

where T"(x) is the derivative of T'(z) and F; = r;adT(a).
Details of the derivation of (9) are available [3]. Note that
T (o) = HjeL;Q (a8 —a™s) . It is easy to see that S¥)(a’)
is not related to any r;, where j € Uy and j # ¢. Hence,
SN () = S () for all i € Ug\U,_;. This fact implies
that all sampled values in previous iterations can be directly
used in current iteration of the W-B algorithm.

Define rank[N(z), W(z)] = max[2deg(W(z)),1 +
2deg(N(z))]. The incremental RS decoding algorithm is
described in Algorithm 1. Upon success, the incremental
RS decoding algorithm returns k£ non-error symbols. The
procedure will report failure either as the result of mismatched
degree of the error locator polynomial, or insufficient number
of roots found by Chien search (Line 2). In both cases, no
further erasure decoding is required. This reduces the decoding
computation time.

IV. COMPLEXITY ANALYSIS
A. Computation complexity of decoding

In the subsequent complexity analysis, the worst case is
assumed, namely, no failure on decoding is reported in Algo-
rithm 1 (Line 2), and the algorithm runs to completion.

One polynomial division is performed in CRC checking.
Since the dividend is of degree 7" — 1 and the divider is of
degree r, the computation complexity of CRC checking is
O(Tr).

Let v be the number of errors when the decoding procedure
is completed. In the /th iteration, ¢ errors are assumed in
the data and the number of erasures is n — k — 20. We
first need to calculate two syndrome values. This can be
obtained by the I calculated initially. For instance, in the
first iteration, according to (9), the computation complexity
is of O(k(n — k)) since there are k F}’s to be calculated
and each is a product of n — k terms. In the next iteration,
two more symbols are added to (1). Hence, the updated
syndrome values can be obtained by an extra O(k)+O(n—k)
computations. To find the error-locator polynomial, the W-B
algorithm is performed two steps in each iteration with com-
plexity O(¥). Since we only consider software implementation,
the Chien search can be replaced by substituting a power
of « into the error-locator polynomial. It needs to test for
at most k + ¢ positions to locate k non-error positions such
that it takes O((k + ¢)¢) computations. Finally, inversion of
Vandermonde matrix G requires O(klog?(k)) time [10]. In
summary, the computation in the /th iteration for ¢ > 1 is
Ly(0) = O(klog*k) + O(n — k) + O(kf + £?) . Counting
for v iterations and the complexity of calculating F; we have
O(vklog® k) +O0(k(n—k))+O0(v*k) +O(v(n— ))+O( 3.
Note the computation complexity is measured by finite field
multiplications, which is equivalent to m? bit exclusive-ORs.
Since the correctable number of errors v is at most (n — k) /2,

Algorithm 1: Incremental RS Decoding IncrRS Decode

init : Calculate F; given in (9) for all j ¢ Uyg.

£ —0; A(Og(x) — 1

QO () — 0; D) (2) — 0,0 (z) — 1.
stage [, two new symbols at the (j; O 4 1)th, and (js O 4 1)th
nodes
output: FAIL or non-error symbols 7
begin
foreach i = 1, 2 do
1 (4)
end
for : =1 to 2 do
G Q(Z—l)(m(_é)) _
if 6" = 0 then i i
AT (z) — A (2); QT (2) — QU1 (2);
0T (z) — (z — 2\ (z);
T () — (x — J?Z-Z>)q>(271)($)

input :

— aJ and y — SO (z EZ))

YORED L0,

else

off ) B-al) 00D a0,
07 (z) — (z — i) (x);

B7(2) — (o — ol DA ()

QT(I) b(é 1)9(2 1)( ) — a“ D@e— 1)(I)
]\T(x)%bg" D=1 (z) — a& DRE=D) ().

end
it rank[Q7 (), AT (2)] > rank[©T (), ®T (x)] then
| swap [Q7 (2), AT (2)] < [07 (2), 97 (x)].

end

if i = 1 then
QU= (z) — QT (2); AV (2) — QT ();
0= (z) — 0T (z), ¢ D(z) — T (z);

else

QO (z) — QT (2); A (z) — QT (2);

00 (z) — 0T (z); O (z) — 0T ().

end

end
if deg(A()(x)) # £ then
| return FAIL;
end
NumErrorLoc = ChienSearch(A(®) (z)).
2 if NumErrorLoc > n — k || NumErrorLoc # deg(A® (z))
then
| return FAIL;
end
return k non-error symbols 7;

end

the decoding complexity is at most O(k(n—k)?). For small v,
The second term O(k(n — k)) dominates, which corresponds
to syndrome computation.

B. Average communication cost of decoding

In this section, we provide a probabilistic analysis of the
cost of communication by determining the number of stages
the algorithm needs to take, and the probability of successful
execution. Given n storage nodes and (n, k) RS codes, it is
easy to see that the fewest number of storage nodes to be
accessed in the proposed scheme is k and the most is n. We
assume that the CRC checking can always detect an error if it
occurs. Without loss of generality, we assume that all failures
are Byzantine failures. s crash-stop failures can be easily
modeled by replacing n with n—s. An important metric of the
decoding efficiency is the average number of accessed storage
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TABLE I
PERFORMANCE COMPARISON BETWEEN DEC AND INCRRSDECODE.
[ [ DEC [ IncrRSDecode |
Storage n n
Code construction nlnk n
Retrieving 1 symbol k 1
Retrieving all symbols k k
Encoding T02n Ink kTmn
Decoding! TFO(k) f(v,n, k)
Detect error no yes
Correct error no yes
Guarantee type probabilistic deterministic

“y errors assumed in the decoding procedure. If v = 0, then f(v,n,k) =
m20(klog? k); otherwise, f(v,n,k) = m?(O(vklog?k) + O(k(n — k)) +
O(W?k) + O(v(n — k)) + O(v?)).

nodes when the probability of compromising each storage
node is p. Failure to recover data correctly may occur in two
cases. First, v > n — k, i.e., there are insufficient number of
healthy storage nodes. Second, L”gkj < v < n—k, in which
the sequence of accessing determines the outcome (success of
failure) of the decoding process. For example, if the first v
nodes accessed are all compromised nodes, correct decoding
is impossible. In both cases, the decoding algorithm stops after
n accesses and declares a failure. The communication cost is
n. The main result is summarized in the following theorem.
Theorem 1: With the progressive data retrieval scheme, the
average number of accesses is given in Eq. (10). Eq. (11) gives
the probability of successful decoding.
The proof [3] is omitted due to space limitations.

C. Comparing to decentralized erasure coding

Table I provides a quantitative comparison between the cost
of decentralized erasure codes (DEC) [11] and our proposed
scheme (IncrRSDecode). DEC uses randomized linear codes,
and each data node routes its packet to 7 In(k) storage nodes.
In Table I, Ty is the number of bits in a file. T is the total
number of bits after a CRC is added. T is divided into groups
of size k symbols in the proposed scheme. From Table I,
we see that the proposed scheme outperforms DEC for most
metrics. A detailed comparison can be found in [3].

V. EVALUATION

We have implemented the proposed and baseline algorithms
in C. Evaluations are done on a desktop PC with a 2.66GHz
Intel Xeon CPU, 4096 KB cache and available RAM of 2GB.
Three algorithms are considered.

e BMA implements the Berlekamp-Massey (BMA) algo-
rithm [4] for RS decoding. Similar to a progressive
incremental algorithm [3], BMA progressively retrieves
data from each storage node and performs decoding until
the decoded symbols passes the CRC checks or failure
is declared. However, decoding cannot be performed
incrementally.

e BMA-genie knows a priori how many symbols are needed
to successfully decode. BMA-genie decodes only once
after retrieving sufficient number of symbols. Note that

BMA-genie is impossible to implement in practice, and
is included for comparison purposes only.

e IncrRSDecode implements the proposed progressive data
retrieval scheme with the incremental decoding algorithm.

In all of our experiments illustrated in Figure 2, a randomly
generated message of size 8k bytes is first partitioned into &
information symbols and then encoded into n = 1023 coded
symbols of length 10230 bits. Thus, the field size is 2'0 =
1024. A stored symbol is corrupted with an error probability,
p, independently. Each point in the figure is an average of 50
runs.

Total computation time: Figure 2(a) illustrates the average
computation time—in log scale—spent in decoding. Note that
IncrRSDecode is quite efficient, since it utilizes intermediate
results from previous iterations. Up to 20 times speed-up is at-
tained, relative to classic RS decoding. Not only is our scheme
efficient, but it is also optimal in storage and communication.
By optimal, we refer to minimal amount of data retrieval. From
Figure 2(a), we observe that the BMA and IncrRSDecode
computation time increases as p increases. But the rate of
increment in IncrRSDecode is much slower. When £ is small
or the redundancy is higher as in Figure 2(a), IncrRSDecode
is faster than the genie-aided BMA. This is because in the
genie-aided BMA, the computations of erasure polynomials
(with O((n — k)?)) dominate the decoding time in the case
of small number of errors. In contrast, in IncrRSDecode, no
erasure polynomials are computed.

Breakdown of the decoding computation: We break down
the decoding computation time to understand the dominant
operations in the algorithms as well as how the time spent in
each stage of the algorithms changes as the error probability
increases. The break down includes the time to find the error-
locator polynomial (elp-time), find the error locations (chien-
time) and solve for the information polynomial (inv-mat-time).
In Figure 1, the 1st and 2nd block shows the elp-time, and
the 3rd and 4th blocks give chien-time and inv-mat-time,
respectively.

When the error probability is low (Figure 2(b)), computation
of error location polynomials appears to dominate for small
k, while the matrix inversion time becomes significant when
k is large. In our implementation, the cost of matrix inversion
is quadratic in the number of symbols decoded. Also, Chien
search is asymptotically the most time consuming procedure
but is performed quite fast. When the error probability is high,
computing error location polynomials dominates in IncrRSDe-
code.

Comparing Figure 2(b) and 2(c), we observe that the com-
putation time in matrix inversion is almost negligible (on the
order of tens of milliseconds) in BMA and IncrRSDecode,
and is comparable to that in BMA-genie. This is because
even though there are more errors with larger p, the decoding
algorithm is likely to fail in or before Chien search (e.g.,
Algorithm 1 (Line 2)). Thus, in most cases, BMA and In-
crRSDecode perform matrix inversion once.
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Fig. 2.

VI. CONCLUSIONS

In this paper, we developed a solution using RS codes
to spread information distributedly and redundantly for the
handling of Byzantine failures. The data retrieval procedure
is carried out in a progressive manner such that the com-
munication cost is minimized while intermediate computation
results can be utilized to greatly reduce computation cost. In
another work, we develop an analytical model to evaluate
the communication cost of our incremental data retrieval
scheme [3]. That analysis agrees with the experimental results
in this paper.

Note that the proposed scheme guarantees latency of real
time applications by collecting more data in each data retrieval,
depending on the probability that a storage node is Byzantine.
For many real time systems, energy minimization is critical,
making our scheme suitable for energy constrained devices.
Also, our scheme is desirable under high data rates as it
minimizes communication costs by retrieving only necessary
symbols.
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