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Abstract—In this paper, we consider the problem of distributed
detection in tree topologies in the presence of ByzantineShe
expression for minimum attacking power required by the Byzan-
tines to blind the fusion center (FC) is obtained. More spefically,
we show that when more than a certain fraction of individual
node decisions are falsified, the decision fusion scheme betes
completely incapable. We obtain closed form expressions rfahe
optimal attacking strategies that minimize the detection eor
exponent at the FC. We also look at the possible counter-meaes
from the FC’'s perspective to protect the network from these
Byzantines. We formulate the robust topology design proble as
a bi-level program and provide an efficient algorithm to sole it.
We also provide some numerical results to gain insights intéhe
solution.

Index Terms—Distributed Detection, Byzantine Attacks,
Kullback-Leibler Divergence, Bounded Knapsack Problem, B-
level Programming

|. INTRODUCTION

Distributed detection has been a well studied topic in ]

detection theory literature [1] [2] [3] and has traditidyal
focused on the parallel network topology. In distributetede
tion with parallel topology, nodes make their local deaisio

regarding the underlying phenomenon and send them to th

fusion center (FC), where a global decision is made. Ev
though the parallel topology has received significant &tien
there are many practical situations where parallel topplo

cannot be implemented due to several factors, such as, |

FC being outside the communication range of the nodes

limited energy budget of the nodes [4]. In such cases, a mull]
hop network is employed, where nodes are organized hier

chically into multiple levels (tree networks). With intigient
use of resources across levels, tree networks have thetjabte

to provide a suitable balance between cost, coverage, fufl

tionality, and reliability [5]. Some examples of tree neth®
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include wireless sensor and military communication neksor
For instance, the IEEE 802.15.4 (Zigbee) specificationafi@]
IEEE 802.22b [7] can support tree-based topologies. Theses
nodes are often deployed in open and unattended enviroement
and are vulnerable to physical tampering.

In recent years, security issues of distributed inference
networks are increasingly being studied. One typical &ttat
such networks is a Byzantine attack. While Byzantine attack
(originally proposed by [8]) may, in general, refer to many
types of malicious behavior; our focus in this paper is on
data-falsification attacks [9]-[17]. In this type of attatke
compromised node may send false (erroneous) local desision
to the FC to degrade the detection performance. This attack
becomes more severe in tree topologies where maliciousnode
can alter local decisions of a large part of the network and
cause degradation of system performance and may even make
the decision fusion schemes to become completely incapable
A this paper, we refer to such a data falsification attacker a
a Byzantine.

A. Related Work
e

Although distributed detection has been a very active field

%? research in the past [1]-[3], security problems in disttéd
%:tection networks gained attention only very recently1Rj,

authors considered the problem of distributed detectio
[ OIthe presence of Byzantines for a parallel topology and

?_tection error exponent. They assumed that the Byzantines

getermined the optimal attacking strategy which minimibes
now the true hypothesis, which obviously is not satisfied

Ij_'n practice but does provide a bound. In [13], the authors

E\_alyzed the same problem in the context of collaborative
spectrum sensing. They relaxed the assumption of perfect
knowledge of the hypotheses by assuming that the Byzantines
obtain knowledge about the true hypotheses from their own
sensing observations.

The above work [12], [13] addresses the issue of Byzantines
from the attacker’s perspective. Schemes to mitigate tfeetef
of Byzantines have also been proposed in the literature.
In [13], the authors proposed a simple scheme to identify
the Byzantines. The idea was to maintain a reputation metric
for every node by comparing each node’s local decision to
the global decision made at the FC using the majority rule.
In [16], the authors proposed another scheme to mitigate
the effect of Byzantines in a parallel topology. The idea
behind the proposed identification scheme is to compare/ ever
node’s observed behavior over time with the expected behavi
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of an honest node. The nodes whose observed behavior

sufficiently far from the expected behavior are tagged a

Byzan_tlnes and this information is employec_zl Whlle making ° o o P ®o 0 ® e
a decision at the FC. In [17], the authors investigated th \ /|
problem of distributed detection in the presence of diffiére
types of Byzantine nodes. Each Byzantine type correspon
to a different operating point and, therefore, the problen
of identifying different Byzantine nodes along with their \
operating points was considered. Once the Byzantine dpgrat ¢ 1 2 tevel 1
points are estimated, this information was utilized by tli2 F h g
to improve global detection performance. The problem of de )
signing the optimal fusion rule and the local sensor thrkesho Iil
with Byzantines for a parallel topology was considered B][1

Fusion Center (FC)

Fig. 1. A distributed detection system organized as a petieary tree

B. Main Contributions T(3, 2) is shown as an example.
All the approaches discussed so far consider distributed

detection with Byzantines for parallel topologies. In gast to robust tree topology design problem as a bi-level program
previous work, we study the problem of distributed detettio and provide an efficient algorithm to solve it, which is
with Byzantines for tree topologies. More specifically, we  guaranteed to find an optimal solution, if one exists.
address the problem of distributed detection in perfect The rest of the paper is organized as follows. Section Il
ary tree networks in the presence of Byzantine attacks (d@@oduces our system model. In Section Ill, we study the
falsification attacks). Well structured (or regular) tapgies problem from Byzantine's perspective and provide closethfo
such asi-ary tree topologies are commonly picked by netWorExpressions for optimal attacking strategies. In Sectign |
designers for their Slmp|ICIty and, therefore, easier ekw we formulate the robust t0p0|ogy design prob'em as a bi-
management. For some practical examples of such networkge| program and provide an efficient algorithm to solve it

one may refer to [18] (and references within). Perfe@ry jn polynomial time. Finally, Section V concludes the paper.
tree topologies are widely used in peer to peer systems [19].

Also notice that, designing optimal tree topology for vaso
performance metrics is computationally not feasible [20].
In such scenarios, perfectary topologies provide mathe- We consider a distributed detection system with the topol-
matical tractability and valuable insights into the sajati 09y of a perfect-treeT'(K, a) rooted at the FC (See Fig. 1).
For previous works on perfe@t ary tree networks p|easeA perfecta -tree is an- ary tree in which all the leaf nodes are
see [21], [22], [23]. We assume that the cost of attackingesod@t the same depth and all the internal nodes have degtee
at different levels is different and analyze the problemamd? (K, a) has a setV' = {N; };_, of transceiver nodes, where
this assumption. In our preliminary work on this problem]j14 [Nx| = Ni. = a” is the total number of nodes at level (or
we analyzed the problem only from an attacker’s perspectidepth)k. We assume that the depth of the tregsis> 1 and
assuming that the honest and Byzantine nodes are identi&& number of children is > 2. The total number of nodes
in terms of their detection performance. In our current work the network is denoted a5\, | N = N. B = {By}[
we significantly extend our previous work and investigate ttflenotes the set of Byzantine nodes wiBy.| = By, where
problem from both the attacker’s and the FC’s perspectivd®; is the set of Byzantines at levél The set containing the
For the analysis of the optimal attack, we allow Byzantirees filumber of Byzantines residing at levels< k& < K is defined
have different detection performance than the honest nodésan attack configuration, i.€.B;. }/— 1= = {/Bk|}1—,. Notice
and, therefore, provide a more general and comprehendhat, for the attack configuratiofB;},—,, the total number
analysis of the problem compared to our previous work [14f corrupted paths (or paths containing Byzantine nodesh fr
The main contributions of this paper are as follows. Levelk to the FC aré) ;| B; {+, whereB; 5- gives the total
« We obtain a closed form expression for the minimuriumber of covere’dnodes at levek by B; Byzantlnes at level
attacking power required by the Byzantines to bling. If we denotea;, = £, then, % — ok ¥ i isthe
the FC in a tree network and show that when mofeaction of deC|3|ons comlng from Leval that encounter a
than a certain fraction of individual node decisions arByzantine. In practice, nodes operate with very limitedrgpe
falsified, the decision fusion scheme becomes completelyid, therefore, it is reasonable to assume that the packet ID
incapable. (or source IDs) are not forwarded in the tree to save energy.
« When the fraction of Byzantines is not sufficient to blindioreover, even in cases where the packet IDs (or source
the FC, we provide closed form expressions for thgs) are forwarded, notice that the packet IDs (or source
optimal attacking strategies for the Byzantines that most
degrade the detection performance. INode at level &’ covers all its children at levels’ + 1 < k < K and
« We also look at the problem from the network des'gnertge node: itself and, therefore the total number of covered nodesBhy,
(FC) perspective. More specifically, we formulate th&Yzantine at levek’, is N Yy N

Il. SYSTEM MODEL
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IDs) can be tempered too, thereby preventing the FC to be the same path may be nullified (e.g., Byzantine ancestor
deterministically aware of the source of a message. Thexefae-flipping the already flipped decisions of its successthjs

we consider that the FC looks at messages coming frameans that any path from a leaf node to the FC will have at
nodes in a probabilistic manner and considers each receivedst one Byzantine. Thus, we hag,_, «;, < 1 since the

bit to originate from nodes at levél with certain probability average number of Byzantines along any path from a leaf to
Bk € 10,1]. This also implies that, from the FC’s perspectivethe root cannot be greater than

received bits are identically distributed. FOT4 K, a),

ak C. Performance metric

B =%

N The Byzantine attacker always wants to degrade the detec-
. . tion performance at the FC as much as possible; in conthast, t
A. Distributed detection in a tree topology FC wants to maximize the detection performance. In this work
We consider a binary hypothesis testing problem with thge employ the Kullback-Leibler divergence (KLD) [24] to be
two hypothesesH, (signal is absent) andi; (signal is the network performance metric that characterizes detecti
present). Each node at level k acts as a source in that itperformance. The KLD is a frequently used information-
makes a one-bit local decision,; € {0,1} and sendsu; theoretic distance measure to characterize detectioromperf
to its parent node at level — 1, whereu,, ; = vy ; if i is an mance. By Stein’s lemma, we know that in the Neyman-
uncompromised (honest) node, but for a compromised (ByzaPearson setup for a fixed missed detection probability,atse f
tine) nodei, uy ; need not be equal ta, ;. It also receives the alarm probability obeys the asymptotics
decisionsuy ; of all successorg at levelsk’ € [k + 1, K], 0P
which are forwarded ta by its immediate children. It for- lim —F — —D, for a fixed Py, (5)
wardg these received decisions along with ; to its parent N
node at levek — 1. If node: is a Byzantine, then it might alter where Py, Pr are missed detection and false alarm prob-
these received decisions before forwarding. We assume- er@abilities, respectively. The KLD between the distribuson
free communication channels between children and the parepo = P(z = j|Hy) and w;1 = P(z = j|H;) can be
nodes. We denote the probabilities of detection and faks®nal expressed as
of a honest nodeat levelk by PH = P(v,; = 1|Hy,i ¢ By) P(z = j|H)
and Pﬁl = P(vg; = 1|Ho,i ¢ By), respectively. Similarly, D(mj1||mj0) = Z P(z :j|H1)1ogﬁ
the probabilities of detection and false alarm of a Byzamntin je{0,1} (2= j|Ho)
node: at levelk are denoted bdeB = P(vg,; = 1|Hy,1 € By)
and Pffi = P(vx,; = 1|Hy,i € By), respectively.

- (6)

P(z; = j|Ho)

I
M~
=
i<
£
N————

[P = PR+ PR PR (7)
B. Byzantine attack model

K k
Now a mathematical model for the Byzantine attack is + 2B <1—Zai> [Pfo(1 = Pa) + PihPfa)

presented. If a node is honest, then it forwards its own agtis
and received decisions without altering them. However, a
Byzantine node, in order to undermine the network perfof?-(zi
mance, may alter its decision as well as received decisions

I
M)
ij

= j|H1) ﬂ [Pfo(1—P7)+ P2 PP (8)

K k
from its children prior to transmission. We define the foliog + DB <1 - Za) [Pfo(1— Py + P PJ)
strategiesP/], P/{, and P/, P/ (j € {0,1}) for the honest Lk=1 i=1
and Byzantine nodes, respectively: For a K-level network, distributions of received decisions at
Honest nodes: the FCz;, i =1,.., N, underH, and H; are given by (7) and
Pl —1-Pl —pHp=1ly=1) = @ (8), respectively. In order to make the analysis tractg\hv_ka,
’ ' assume that the network designer attempts to maximize the
Pli=1-PL =P z=1y=0)= (2) KLD of each node as seen by the FC. On the other hand, the
. ) attacker attempts to minimize the KLD of each node as seen
Byzantine nodes: by the FC.
Plfj’l =1- P(fl =PBlz=1y=1) (3) Next, we explore the optimal attacking strategies for the
B B 5 Byzantines that most degrade the detection performance by
Ply=1-PFyy=P"(x=1[y=0) (4)  minimizing KLD.
where P(x = aly = b) is the probability that a node sends
a to its parent when it receivdsfrom its child or its actual [1l. OPTIMAL BYZANTINE ATTACK

ldemlspn ISEZZ. Furtt_her?;]ore, we a?s.tume tha;[ ifa noge (attgny As discussed earlier, the Byzantine nodes attempt to make
evel) is a Byzantine then none of its ancestors are yZa8liNyyair KL divergence as small as possible. Since the KLD is

otherwise, the effect of a Byzantine due to other ByzantingﬁNays non-negative, Byzantines attempt to chof¥e —

2For example, IEEE 802.16j mandates tree forwarding and IBEE11s jlHo) and P(z = j|H1) such that KLD is zero. In t.hiS case,
standardizes a tree-based routing protocol. an adversary can make the data that the FC receives from the
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nodes such that no information is conveyed. This is possilileat can blind the FC. Also notice that, some of these attacki
when sets require Byzantines to compromise less théi# of the
) , ) nodes in the network. For example, attacking half of the sode
P(z=jlHo) = P(z=jlH)  Vie{0,1}. () a|evel1 (i.e.,.B; = &t << &) cover50% of the nodes in
Substituting (7) and (8) in (9) and after simplification, th¢he network and, therefore, the FC becomes blind. This &spli
condition to make theLD = 0 for a K-level network can that in the tree topology Byzantines have more degrees of
be expressed as freedom to blind the FC as compared to the parallel topology.
pB_pB S B =8 )] PiT - PfL (P pi). Next, to explore the optimal attacking probability distrib
" KB )] PP-PRCTT T tion (P, PF)) that minimizesK LD when (12) does not
(10) ' hold, we explore the properties of KLD.
From (1) to (4), we have

First, we show that attacking with symmetric flipping

PP,_PF, = ShealBr( =30 )] Pi' = Pry _(PP,—pP,). Probabiliies is the optimal strategy in the region where th
B Sha BT )] PP = PR © 77 attacker cannot blind the FC. In other words, attacking with
) Py = Py is the optimal strategy for the Byzantines. For

Hence, the attacker can degrade detection performancejpy,
intelligently choosing F’;, P% ), which are dependent an,,
for k=1, ---, K. Observe that,

lytical tractability, we assum&? = PP = P, and
Pﬁl = Pfffl = Py, in further analysis.

Lemma 1. In the region where the attacker cannot blind the
FC, the optimal attacking strategy comprises of symmetric
since>" | a; < 1for k < K. To makeK LD = 0, we must flipping probabilities. More specifically, any non zero dsion
have e; € (0,p] in flipping probabilities(P?,, P) = (p —e1,p —

PSBI _ PoBo <1 €2), wheree; # ey, Will result in increase in the KLD.

0< PP — Py

such that(P5,, P5)) becomes a valid probability mass func- ~ Proof: Let us denote,P(Iz; = 1|Hkl) = m1, P(z =
tion. Notice that, wherP, — P, > 1 there does notexistany 1|/Ho) = mo and ¢ = >, B> ;; . Notice that,
attacking probability distribution( P/, /) that can make in the region where the attacker cannot blind the FC, the
KLD = 0. In the case ofpoffl _ PoE,go = 1, there exists a parametert < 0.5. To prove the lemma, we first show that

unique solutior(P?,, P5)) = (0,1) that can maké< LD = 0. any posf}itive deviatione < (0,p] in flipping probabilities
For the PP, — P5, < 1 case, there exist an infinite number of P, Fo1) = (BP-;) W'g resultin an increase in the KLD.
attacking probability distribution&P?,, %) which can make After plugging in (P, Fyy) = (p,p —¢€) in (7) and (8), we

3,1
KLD =0. get
By further assuming that the honest and Byzantine nodes are
identical in terms of their detection performance, i}/ = - P2
" ; = - —¢€))+ P, 14
PP and Pl = Pf;, the above condition to blind the FC T (b= Fal2p =€) + Fa (14)
reduces to To0 = Up— Pra(2p —€)) + Pra. (15)
k
Sl =S 0]
ZkK:l[Bk(Zle a)]] T Now we show that the KLD], as give in (6) is a monotoni-

cally increasing function of the parameteor in other words,
which is equivalent to

B =203 ) <o0. (12)
o - W (7”1 - 7”“) + ) log ThL (16)
Recall thatay, = g—’; and g, = 11<va1 Substituting de 11 7r1/,o ’/ 1,0
o, and B into (12) and simplifying the result, we have the + (l—ma) ( o T ) L log 1—mi1
following proposition. l—mo 1-m ’ 1— 71,0

Proposition 1. In a tree network withK levels, there exists
an attacking probability distributioiP%, , P7;) that can make where@ — ' =P, and dmo _ 7l o = tPs, and
KLD =0, and thereby blind the FC, if and only {iB), }1_, v, o
satisfy

t is the t[rlgction of covered nodes’ by the Byzantines. After
) ) rearranging the terms in the above equation, the condition
Z <% ZM) >NV (13) an > 0 becomes
N, “ -2 de

k=1 i=k

Dividing both sides of (13) byV, the above condition can
be written asy -, fx >1_, a; > 0.5. This implies that to
make the FC blind;0% or more nodes in the network need to 1 =m0
be covered by the Byzantines. Observe that, Propositioigd su
gests that there exist multiple attack com‘igurati@&c},ﬁi1 Since Py > P, andt < 0.5, m,;1 > mo. It can also be

1— P, P, 1-—
1,1 d 1 1,1 1,1 —dlog 771,1. (17)
Py, m,0 7,0 Pra 1—m0
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proved tha JURE] that minimizesK' LD in the region where the attacker cannot
d 1,0 blind the FC.
P a . .
Lt (ma = m0) > :1; Theorem 1. In the region where the attacker cannot blind the
o (ra - mo) [M] Ppq 11 [M} FC, the optimal attacking strategy is given byo?l,Pfo) =
e 1o m1,1(1 —71,0) Py w10 L71,1(1 —71,0) (1,1)
1-— —(1— — Pyq 1 — . .
< { m'lo, ﬁ(m m'l)Jf(m’l,,l,lm'O)] > Pfd {% - 1,::] Proof: Observe that, in the region where the attacker

l—m1 Py 71,0 ma  Pg (1—mq " cannot blind the FC, the optimal strategy comprises of sym-
- _( B )> ( B ) " metric flipping probabilities(P%, = P, = p). The proof
To prove that (17) is true, we apply the logarithm inequalitp complete if we show that KLDD, is a monotonically

T — decreasing function of the flipping probabilipy
(x—1) > logx > —x for x > 0 to (18). First, let us Let us denoteP(z — 1|H,) — m, and P(z — 1|Ho) —

1—m10 Pra 1,1 7,0 Pra \1—710

assume that = . Now, using the logarithm inequality we 7y o. After plugging m(P0 1 Pr 0) (p,p) in (7) and (8), we
771 0
get
can show thatog —— m, >1— =20 Next, let us assume that
Lm0 T ma = Hp— Pu(2p)) + Pa (24)
x = m Again, using the Iogarlthm inequality it can o = t(p— Pra(2p)) + Pra. (25)
l-m —m Now we show that the KLD]D, as given in (6) is a mono-
be shown thatL —T10 — 1) = log 1_ - Using these tonically decreasing function of the parameteor in other
results and (1

), one can prove that cond|t|0n (17) is tr aD _ _
Similarly, we can show that any non zero deviatioa (0, p] “Words, dp < 0. After plugging inm , = #(1 — 2P,) and
in flipping probabilities(PZ,, PP)) = (p — il result in . . D .

'n fippIng p litles(Pr’o, Fo1) = (p— € p) Wi it T o = t(1 — 2Py,) in the expression O%p and rearranging

an increase in the KLD, i.e.C,Z—D >0, or
€

1-P, 1- 1- 1-P,
1,1 d log 1,1 > 1,1 n d log 7T1,1_ (19)
m1,0 1= Prq l—myo 1—mo 1—Ps, 1,0

.. dD
the terms, the cond|t|ond— < 0 becomes
P

1- 1-
(1 2Pfa)( LRS- —W”>+(1 2Pd)log<1 7T107T“><o (26)

Since Py > Py, andt < 0.5, w11 > m. It can also be —mT,0 T — 1,1 71,0
1-— 1-P; .

proved that-— 11 - Hence, we have Since P; > Py, andt < 0.5, we haver;; > m 0. Now,
1_77'1,0 1_Pja 1—- Py 1—-2P;

using the fact tha* and (21), we have

>
1— 711 1- Py 1= Py, 1 —2P¢,

1—71']70 I—Pfa

1= (m1,1—m10)] (20)

_ _ _ _ 1 1,1 1—m1 1—2Py 1 1
N 1— 711 1— Py [1 (71,1 71'1,0)} — |:7r__ — :| T - —
w1,0(1 —71,0) 1— Psq 1,0 1,1 1,0 1,0 1,0 fa 1,0 1,1
- 1 1-P,; [17(71’1’17#1'0)} 1,1 1—-2P; {1_ 1—7r1_’01| <
m10(l —mi0) 1= Pra [ m10(l—m11) w10 1—2Pg, 1—m11
- ;[71'1,1 71771'1,1] - 1— Py [ 1 N 1 ](21) 1—m1 1-2P; [m11 1 27
m1,1 — 71,0 LT1,0 1 —710 1— P M0 1—m11 1—710 1_2Pfa E_ (27)
- Tl 1—m11 1— Py |:7T1J — T1,0 1,1 —71'170] @2)
1— 1— P, 1— . . . . r—1
:1? 1 7;; L o i Applying the logarithm inequalityz — 1) > logz > ——,
’ — - . T
< [1 ] for x > 0 to (27), one can prove that (26) is true. [ |

1 — 1,1
1—71']71 1—Pd |:7T1J
1—71"170 1—Pfa

1,0 1— Pjq

Next, to gain insights into the solution, we present some
numerical results in Figure 2 that corroborate our theoaéti
To prove that (19) is true, we apply the logarithm inequalitiesults. We plot KLD as a function of the flipping probabégi

- B B ili ion i
(z—1) > logz > Y7 forz>0to (23). First, let us assume (Pio: Fo1)- We assume that the probab_|I|ty of detection is
x P; = 0.8, the probability of false alarm ig?;, = 0.2 and

- 1} . (29)

1,0

thatz = ﬂ. Now, using the logarithm inequality we canthe fraction of covered nodes by the Byzantines s 0.4. It
n ”1170_ S 1_ can be seen that the optimal attacking strategy comprises of
show thatlog ﬁ >1- ﬁ Next, let us assume symmetric flipping probabilities and is given l()&”0 1, Pi B =
— 11,0 — 11

T (1,1), which corroborate our theoretical result presented in
thatz = . Again, using the logarithm inequality it can| a;nma 1 and Theorem 1.
71,0

Next, we explore some properties of the KLD with respect

be shown that — -1 = 10g— Using these results  the fraction of covered nodesin the region where the

and (23), one can prove that cond|t|on (19) is true. Condliticttacker cannot blind the FC, i.¢.< 0.5.

(17) and (19) imply that any non zero deviatiene (0, p] in

flipping probabilities( P, , P{%)) = (p— €1, p — e2) will result B PP,

in an increase in the KLD. B creasing and convex function of fraction of covered nodes by
In the next theorem, we present a closed form expressithe Byzantines = Zk 1[ﬁk(z _, a;)] in the region where

for the optimal attacking probability distributio 71,Pf”o) the attacker cannot blind the FG & 0.5).

Lemma 2. D* = min  D(m;.|lm;0) is a continuous, de-
(PB,,P
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K L distance

0 0.1 0.2 0.3 0.4 0.5

P1,0 Fraction of nodes covered
Fig. 2. KL distance vs Flipping Probabilities whe?; = 0.8, Py, = 0.2, Fig. 3. min KL distance vs Fraction of nodes covered whgp= 0.8
and the fraction of covered nodes by the Byzantines=s0.4 (PB,PJ)

and Py, = 0.2

Proof: The continuity ofD(r;1||7;,0) with respect to the
involved distributions implies the continuity dd*. To show
that D* is a decreasing function aof we use the fact that

argmin D(m;1]|7j,0) is equal to(1,1) for ¢ < 0.5 (as shown
(P& PEy)

in Theorem 1). After plugging P, P%,) = (1,1) in the
KLD expression, it can be shown that the expression for t

designer) tries to design a perfectary tree topology under
its cost budget constraint such that the system performance
metric, i.e., KLD is maximized. Byzantines, on the other
hand, are interested in attacking or capturing nodes toecaus
maximal possible degradation in system performance, with
fe cost of attacking or capturing nodes not to exceed the
- ) dD . attacker’s budget. This problem can be formulated as a bi-
derivative of D with respect tot, — -, is the same as (26). jevel programming problem where the upper and the lower
level problems with conflicting objectives belong to thedea

. . dD
Using the results of Theorem 1, it follows th < 0 and, (FC) and the follower (Byzantines), respectively.

therefore,D* is a monotonically decreasing functioniah the
region wheref < 0.5. The convexity ofD* follows from the

fact thatD*(m;1]|7j0) is convex inm;; andn; o, which are IV. ROBUST TOPOLOGYDESIGN
affine transformation). B associated with attacking each node in the tree (which may

It is worth noting that Lemma 2 suggests that by miniepresent resources required for capturing a node or gonin
mizing/maximizing the fraction of covered nodgsthe FC a node in some cases). We also assume that the costs for
can maximize/minimize the KLD. Using this fact, from nowttacking nodes at different levels are different. Spealific
onwards we will consider fraction of covered nodem lieu et ¢, be the cost of attacking any one node at leveAlso,
of the KLD in further analysis in the paper. we assumey, > ¢y for k=1,--- K — 1, i.e., it is more

Next, to gain insights into the solution, we present sonmstly to attack nodes that are closer to the FC. Observeahat
numerical results in Figure 3 that corroborate our thecaéti nodei at levelk covers (in other words, can alter the decisions
results. We plot Bmig KLD as a function of the fraction of of) all its successors and nodatself. It is assumed that the

(PP network designer or the FC has a cost bu work and the
covered nodes. We assume that the probabilities of detectghacker hasgcost budg@gttacker et P ﬁ%ggtthe number
and false alarm aré’; = 0.8 and Py, = 0.2, respectively. udget .

Notice that, wherb0% of the nodes in the network are cov-of nodes covered by a node at levelWe refer toP’, as the

ered, KLD between the two probability distributions becemeProfit” of a node at levek. Notice that,P, =
zero and FC becomes blind. It can be seen thatis a  Notice that, in a tree topology;. can be written as
continuous, decreasing and convex function of the fraation . .
covered nodes in the regiont < 0.5, which corroborate our Py =ap X Py +1 fork=1,..K—1, (28)
theoretical result presented in Lemma 2. where P, is the profit of attacking a node at levé| P,
Until now, we have explored the problem from the attackeris the profit of attacking a node at level+ 1 anday is the
perspective. In the rest of the paper we look into the problemumber of immediate children of a nodgk:ﬂ level For a
from a network designer’s perspective and propose a teabnigerfecta-ary treea; = a, Yk and P, = “aif The FC
to mitigate the effect of the Byzantines. More specificallydesigns the network, such that, given the attacker's budget
we explore the problem of designing a robust tree topolodiye fraction of covered nodes is minimized, and conseqguentl
considering the Byzantine to incur a cost for attacking thmore robust perfect-ary tree in terms of KLD (See Lemma 2)
network and the FC to incur a cost for deploying (including generated. Next, we formulate our robust topology design
the cost of protection, etc.) the network. The FC (networroblem.

Zf(:k+1 Ni 1
R

1053-587X (c) 2013 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See
http://lwww.ieee.org/publications_standards/publications/rights/index.html for more information.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation informe
10.1109/TSP.2014.2321735, IEEE Transactions on Signal Processing

A. Robust Perfect-ary Tree Topology Design maximization of the fraction of covered nodes. The constrai
. . _— . K ttacker .
Since the attacker aims to maximize the fraction of coveredk—1 tBr = Ciize,”" ensures that the total expenditure

¢ of the attacker does not exceed the available budget. The
constraintsB;, < a*, Vk are logical conditions, which prevent

of covered nodes by choosing the parametéfs a) optimally the at_tacker from att_acking no_n-(_axis_ting resources.
in a perfecta-ary tree topologyT'(K, a) under its cost . Notice that, the bi-level optimization problem, in general

budgetC’g‘jgj&"[’“. This situation can be interpreted as a BilS @n NP-hard problem [25]. In fact, the optimization prob-

level optimization problem, where the first decision makdfm corresponding to LLP is the packing formulation of

(the so-called leader) has the first choice, and the secdf§ Bounded Knapsack Problem (BKP) [26], which itself,
one (the so-called follower) reacts optimally to the lezder" 9€neral, is NP-hard. Next, we discuss some properties of

selection. It is the leader’s aim to find such a decision whicRUr OPiective function that enable our robust topology glesi
together with the optimal response of the follower, optiesiz ProPlem to have a polynomial time solution.
the objective function of the leader. For our problem, thearp | emma 3. In a perfecta-ary tree topology, the fraction of

level problem (U]_P) corresponds to the FC who is the leadgg, ereq nodegziz1 B by the attacker with the cost budget
of the game, while the lower level problem (LLP) belongs t@gﬂ k=1Nk

nodes by attacking/capturingBy,}%_, nodes within the cos

budgetcg;g;g’ger, the FC’s objective is to minimize the fraction

dget

ttacker et H _ H :
the attacker who is the follower. We assume that the FC h for an optimal gttack is a non-decreasing function
of the number of level& in the tree.

complete information about the attacker’s problem, i.ke t
objective function and the constraints of the LLP. Simjarl Proof: Let us denote the optimal attack configuration for
the attacker is assumed to be aware about the FC'’s resourges; level perfecta-ary tree topology?' (K, a) by {B}}£_,
i.e., cost of deploying the nodds; } X_,. Next, we formalize and the optimal attack configuration forperfecta-ary tree
our robust perfect-ary tree topology problem as follows: topology with K +1 levels by{B,%}kKjll given the cost budget

Cyifacker. To prove the lemma, it is sufficient to show that

Sy (e H - 1By

minimiZf ( i 1) . X« X«
K, a)€Z — 212 2l 1p1
( bl.z)et ¢ <a a< k1 Ly Bj > > w1 Pe By > > k1 s By (30)
supject 1o ; = =
L0 i =05 ST T

where P! is the profit of attacking a node at levélin a

iak > Ny K IeV(_eI perfecta-ary tree. topology andP? is the profit of
= attacking a node at levéd in a K + 1 level perfecta-ary tree

% topology.

Z cpak < Cgﬁ;ueotrk (29) First inequality in (3_0) follows due to_the fa_ct théBi } X |

Pt may not be the optimal attack configuration for topology
T(K +1,a). To prove the second inequality observe that, an
increase in the value of paramet&rresults in an increase in
both the denominator (number of nodes in the network) and

K K—k+1 _ 1\B
maximize 2= (@ ) By
By ezt a(a® —1)

K . . .
_ the numerator (fraction of covered nodes). Using this fiatt,
subject to chBk < Cpftpeker us denote ( ) g
k=1 SK O PBl z4a
k=1"k"k 1
<qaF = = (31)
By <ad® Vk=1,2,....K kK:JrllNk v+
where Z* is the set of non-negative integers,,;, > 2 X« K-kt _q
and K,,;, > 2. The objective function in ULP is the frac-with = = >, P!B{ with P! = — y =
tion of covered nodes by the Byzantin%ﬁﬂ where (a® —1) o
’ ala” — .
A_1 Nk Z?:l N, = ——, 21 = Z?Zl(B,iaK_’”l) is the

| K TGt ) int : _ a— :

Py = = and ), Ni = =7 In the constraint ;050 in the profit by adding one more level to the topology
Umin < 0 < Qmag, Gmas TEPrESents the hardware constraindy g, ,K+1 js the increase in the number of nodes in the
imposed by the Medium Access Control (MAC) scheme us%%twork by adding one more level to the topology .

and a,,;, represents the design constraint enforced by the e R .

FC. The constraint on the number of nodes in the networkNOte thaty m > ; if and only if

S a¥ > N, ensures that the network satisfies pre- ' T -

specified detection performance guarantees. In other words 5 < E’ (32)

Npin is the minimum number of nodes needed to guarantee ” o ]
a certain detection performance. The constraint on the c¥dt€réz,y, =1, andy, are positive values. Hence, it is suffi-
expenditureY_) | cra < Cpetvort ensures that the total €8Nt 10 prove that
expenditure of the network designer does not exceed the
available budget. 1

In the LLP, the objective function is the same as that TARED D (%) ~ Y Bl S (Bla® R
of the FC, but the sense of optimization is opposite, i.e., a(aX —1) = aK+1
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Fraction of covered nodes 't’

Parameter 'K’

Fig. 4. Fraction of nodes covered vs Paramédtewhena = 2, K is varied
from 2 to 9, [c1, -+ ,c0] = [52, 48, 24, 16, 12, 8, 10, 6, 4], and

attacker _
Cbudget =350

The above equation can be further simplified to

K K
By, By,
S (o) =X (2
k=1 k=1

which is true for allK > 1. [ ]

(a+1)-ary tree topologyT'(K,a + 1) by {B2}£ | given the
cost budgeCy‘:?ke". To prove the lemma, it is sufficient to
show that

SIL P2B YK PBE S, P
UARPI/SED VARV D DA

where N} is the number of nodes at levelin T'(K,a), N?
is the number of nodes at levélin T'(K,a + 1), P} is the
profit of attacking a node at levélin T'(K, a) and P? is the
profit of attacking a node at levél in T(K,a + 1). Observe
that, an interpretation of (33) is that the attacker is ushng
attack configuration{ B2} | to attack7(K, a). However,
one might suspect that the §682 } =X is not a valid solution.
More specifically, the sef B2}#=X is not a valid solution in
the following two cases:
1.min(B2, N}) = N} for anyk: For example, ifN] = 4 for
T(K,4) and B = 5 for T(K,5) then it will not be possible
for the attacker to attack nodes at level in T'(K, 4) because
the total number of nodes at levels 4. In this case{ B} X_,
might not be a valid attack configuration for the tfBeK, a).
2.{B?}%=K is an overlapping sétfor T'(K, a): For example,
for T(2,3) if B = 2 and B = 4, then, B} and B3 are
overlapping. In this cas€,B2} | might not be a valid attack
configuration for the tre@ (K, a).

(33)

Next, to gain insights into the solution, we present someowever, both of the above conditions imply that the attacke
numerical results in Figure 4 that corroborate our thecaéti can blind the network Wiﬂ@‘gﬁ%ﬁ’;” (See Appendix A), which
results. We plot the fraction of covered nodes by the Byzagannot be true fou > a,,;,, and, therefore{Bi}szl will
tines as a function of the total number of levels in the tregdeed be a valid solution. Therefore, (33) is sufficientrove
We assume that = 2 and vary K from 2 to 9. We also the lemma.
assume that the cost to attack nodes at different levels are\otice that, the second inequality in (33) follows due to the

given by [c1, -+, co] = [52, 48, 24, 16, 12, 8, 10, 6, 4] fact that{ B}, may not be the optimal attack configuration

and the cost budget of the attackerlg!:*" = 50. For each for topologyT' (K, a). To prove the first inequality in (33), we

T(K, 2), we find the optimal attack configuratigiBy, } 1<,

first consider the case where attack configuratidy }*=%

by an exhaustive search. It can be seen that the fractioncehtains only one node, i.eB? = 1 for somek, and show

covered nodes is a non-decreasing function of the number of 2
levels K, which corroborate our theoretical result presented FHat S K N? K

Lemma 3.

Next, we explore some properties of the fraction of coveré
nodes with parametes for a perfect a-ary tree topology.

Before discussing our result, we define the parametgy, as
follows. For a fixedK and attacker's cost budgét; /icie",
amin 1S defined as the minimum value af for which the
attacker cannot blind the network or covd9% or more
nodes. So we can restrict our analysisat;, < a < amaz-
Notice that, the attacker cannot blind all the tréBgs, a)
for which a > a,,;, and can blind all the tree® (K, a) for

which a < apnin.

Lemma 4. In a perfecta-ary tree topology, the fraction of
by an attacker with cost budget
in an optimal attack is a decreasing function of pa-

E;;’i Py, By
covered nodes=ks!
Zkzl Ny
Cattacker
budget

rametera for a perfecta-ary tree topology fo > a0, > 2.

K—k+1 _ 1
— for

: Pl P
b < st AT SubstitutingP,! =

K
-1
somek andy>,”, N} = %

a—1

- in the left side inequality

of (33), we have

(a)K—k-H -1 - (a + 1)K—k+1 -1
(@)@ =1) " (a+1)((a+ 1 -1)

After some simplification, the above condition becomes
(a+ 1)K+1[(Q)K—k+l _ 1] _ (a)K+1[(a+ 1)K—k+l _ 1]
+af(a+1D)EF 1] — (a+ D[(@)*F —1] > 0. (34)

In Appendix B, we show that

(@(a+1D)F T —1] = (a+ (@) ~1] >0 (35)

(a+1)K+1[aK7k+l_1]_aK+1[(a+1)K7k+l_1] > 0. (36)

SWe call By, and By, are overlapping, if the summation (B’;” and

Proof: As before, let us denote the optimal attack corfk s is greater thanVy, ., where 5, is the number of nodes covered

figuration for aK level perfecta-ary tree topologyl' (K, a)
by { Bj }_, and the optimal attack configuration foparfect

by the attack configuratiorB; at level k + z. In a non-overlapping case,
the attacker can always arrange nodé%k}f:l such that each path in the
network has at most one Byzantine.
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B. Algorithm for solving Robust Perfeatary Tree Topology
Design Problem

0.25

Algorithm 1 Robust Perfecti-ary Tree Topology Design
Require: ¢ > cp41 fork=1. K —1
1. K < Knin; @ 4 Gmaz
2 if (z,{;lckak > c;;;;“gk) then
3:  Find the largest integer — ¢, ¢ > 0, such tha’[z,{{:1 cip(a—
OF < Cpegeert

Fraction of covered nodes 't’

4:  if (a — £ < amin) then
5: return (¢, ¢)
6: else
7 a<+a—4¥
8 end if
Parameter 'a’ 9: end if

, , 10: if (2, 0" > N ) then
Fig. 5. Fraction of nodes covered vs Parameterhen K = 6, parametern ] -
is varied from 3 to 11fc1,- -+ , co] = [52, 48, 24, 16, 12, 8, 10, 6, 4], 11 return (K,a)
and Cgttacker = 50 12: else
¥ 130 K+ K+1
. 14:  return to Step 2
From (36) and (35), condition (34) holds. 15: end if

Since we have proved that

P? P} Based on Lemma 3 and Lemma 4, we present a polynomial
SK N2 < SK NI forall1 <k <K, time algorithm for solving the robust perfegtary tree topol-
=17k =17k ogy design problem. Observe that, the robust network design
to generalize the proof for any arbitrary attack configarati problem is equivalent to designing perfecary tree topology
{B2}K_ | we multiply both sides of the above inequality withwith minimum K and maximuma that satisfy network de-
B and sum it over all < k < K inequalities. Now, we have signer’s constraints. In Algorithm 1, we start with the simn
K K candidatg K ,in, amaz)- First, the algorithm finds the largest
S DBy X PiBR integer (amae — 1), 1 > 0 that satisfies the cost expenditure
Zszl N? Zszl N} ' constraint. If this value violates the hardware constrdist,
(@maz — 1) < amin, We will not have any feasible solution
B \which satisfies the network designer’s constraints. Né, t

Next, to gain insights into the solution, we present SOM@qqrithm checks if(Kmin, (amee — 1)) Satisfies the total
numerical results in Figure 5 that corroborate our thecaéti ,\mber of nodes constraint. If it does, this will be the okt

results. We plot the fraction of covered nodes by the Byzags, ihe problem, otherwise, we increass,.;, by one, i.e.
tines as a function of the parametein the tree. We assume . K . 1 1. Now, we have a new solution candidate

that the parametek = 6 and varya from 3 tq 11. We also Kpmin+1, (amaz —1)) and the algorithm solves the problem
assume that the cost to attack nodes at different levels #8ursively in this manner.

given by [cy, -+, eo] = [52, 48, 24, }g’cklf’ 8, 10, 6, 4] This procedure greatly reduces the complexity because we
and the cost budget of the attackeclg, ;2" = 50. For each 4, ot need to solve the lower level problem in this case. Next

. ) . . %
T(6, a) we find the optimal attack configuratiofB;},_, e prove that Algorithm 1 indeed yields an optimal solution.
by an exhaustive search. It can be seen that the fraction of

covered nodes is a decreasing function of the paramgter,emma 5. Robust Perfect-ary Tree Topology Design algo-
which corroborate our theoretical result presented in Lemm rithm (Algorithm 1) yields an optimal solutioti™, a*), if
Note that, while deriving the results in Lemma 3 and Lemmaane exists.

we have made no additional assumptions on how the attack
configuration{ B, }X_, is obtained, so that the two lemma
would still hold even if the cost of deploying a nod&{"~°*)

is different from the cost of attackingd‘‘*k*") it. Further, as
noted in the paper, Lemma 3 and Lemma 4 suggest that
solution of the upper level problem, i.€¢k, a), is independent
of the solution of lower level problem, i.e{ B }/_,. In other
words, even ifcpetwork o cattacker “the proposed solution
approach would still hold.

Next, based on the above Lemmas we present an algorit
which can solve our robust perfegtary tree topology design
problem (bi-level programming problem) efficiently. 1) Z?;l cpat < ngf;;fg’“;

2) Z?:l ak > Nmin-

< Proof: Assume that the optimal solution exists. Let us de-
hote by(K*, a*), the optimal solution given by Algorithm 1.
The main idea behind our proof is that any solutiéf ) with
tﬁez K* anda < o* cannot perform better thafi*, «*) as
suggested by Lemma 3 and Lemma 4. This property implies
that the search should start with the smallest possibland
simultaneously the largest i.e., (K nin, Gmaz)-

Notice that, our algorithm searches for the feasible sotuti
With the smallestK’ and the largest.. Any feasible solution
(f?, a) satisfies the following two conditions:
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that, T(Knin, @maz) Which is T'(2, 11) is not a feasible
solution and, therefore, if we use Algorithm 1 it will try
to find the feasible solution which has minimum possible
deviation from T (K nin, amaz)- It can be seen that the
optimal solution7'(3, 11) has minimum possible deviation
from the T'(K,,in, amaz), Which corroborate our algorithm.

0.8

0.6

KLD

04 V. CONCLUSION

In this paper, we have considered distributed detection in
perfecta-ary tree topologies in the presence of Byzantines,

0.2

S ol and characterized the power of attack analytically. We pro-
8 o . 8 vided closed-form expressions for minimum attacking power
Parameter 10 3 ¢ Parameter ‘a’ required by the Byzantines to blind the FC. We obtained

closed form expressions for the optimal attacking strategi
that minimize the detection error exponent at the FC. We
also looked at the possible counter-measures from the FC’s
perspective to protect the network from these Byzantines. W
formulated the robust topology design problem as a bi-level
By Lemma 4, if (K, a) is a feasible solution, thef¥<,a’)  program and provided an efficient algorithm to solve it. Ener
with ' < a will not be a better solution tha(i’, a). Hence, gare still many interesting questions that remain to be exgdlo
for a givenk, Step 3 only locates the solution with largest jn the future work such as an analysis of the problem for
for a givenK'. Furthermore, if bot X', a) and (K", a') satisfy  arbitrary topologies. Note that, some analytical methogials
Condition 1 andK” < K', thena > o’. Hence, for a given ysed in this paper are certainly exploitable for studying th
K, the largest: in the current iteration satisfying Condition 1attacks in different topologies. Other questions such as th
cannot be larger than the found in the previous iteration. case where Byzantines collude in several groups (collagpra
This verifies that? >0 is a sufficient condition to find the to degrade the detection performance can also be invmigat
largesta in Step 3.
Next, we prove that Algorithm 1 stops when the first APPENDIX A
fea3|ple solution has been.foun_d. Ihat*ls, the f|rlst f?asmleWe want to show that the s¢3,}%, can blind the FC if
solution found by the algorithm i$K™*, a*). Let (K', a') . .
, 4 X : any of following two cases is true.
be the first feasible solution found by Algorithm 1. It can (B N.) — N. for anvk
be observed from the algorithm th&* > K' since the 'mm(k:’“;( Vi) = Ni ny &,
02. {Bi};=1" is an overlapping set

algorithm increaseds from its smallest possible value an In other words, se{B,}_, covers50% or more nodes. Let

has not found a feasible solution unfi = K. It is clear = . .
that the next feasible solutiofi,a) must havek > K' Y° denote by, the k for which min(By, Ni) = N (there
’ can be multiple suclt). Then{B;}£ | satisfies

anda < a', since, the algorithm increasés and it satisfies
Condition 1. As suggested by Lemma 3 and Lemm@id,a)
cannot be a better solution thai!, a'). Hence,K* = K
and (K1, a') is equal to(K*, a*). = > — > — > —%
It can be seen that if there is no solution, then the algorithm 2 k=1 Vi Dt Ve 2 Ne Dy Nk
will return (@), ). This is due to the fact that if — ¢ < amin,  Similarly, let us assume;, and B;, are overlapping wittk =

then noa can satisfy Condition 1 for current and further 4 ; (there can be multiple overlappirig). Then{B;}<,
iterations. Hence, the algorithm terminates and retyfn®). satisfies -

|
Next, to gain insights into the solution, we present some
numerical results in Figure 6 that corroborate our thecaéti Zszl Py By, - P.Bj, + Py By N PpN;, < PNk

Fig. 6. KLD vs Parameters K and a wheiPy, Pr,) = (0.8,0.2),

Cpetwark = 400000, Crtecker = 50 and Nynip, = 1400

K '~ ~ '~ ~
Sy PBe BBy BN PN g

i i i K - K - K - K '
results. We plot thePlWU,rE(!wrll KLD for all the combinations Sy Nk i1 N Dok Ve gy Nk
of parameterK and a in the tree. We vary the parameter (38)

K from 2 to 10 and a from 3 to 11. We also assume thatQpserve that, to prove our claim it is sufficient to show that
the costs to attack nodes at different levels are given by PN
KIVK

[c1,--- ,c10] = [52, 50, 25, 24, 16, 10, 8, 6, 5, 4], and EE At
cost budgets of the network and the attacker are given by > k=1 Vi
Chadger " = 400000, Ciudger = 50, respectively. The node Using the fact that for a Perfeatary treePx = 1, N = a€
budget constraint is assumed to Bg,;,, = 1400. For each and N — a(a® 1) the condition (39) becomes

T(K, a), we find the optimal attack configuratidiBy, }5_, a—1

by an exhaustive search. All the feasible solutions aretqalot x _ ala® —1)

in red and unfeasible solutions are plotted in blue. Notice 2xa” 2 =

] (40)
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Whena > 2, we have [8]

a x a€ >2 X a€
& a+ ot 22><aK
& 2xaK+1—2><aK2aK+1—a
a(a® —1)
a—1
Hence, (39) holds and this completes our proof.

El

& 2><aK2 (10]

[11]

APPENDIXB
We skip the proof of (35) and only focus on the proof ofi2]
(36). To show

(a+ D@ 1) — (@ M@+ )T —1] > 0fora>2 3]

is equivalent to show

S a—DF T 1) — (o = 1)K ST 1) > 0fora >3

[14]
which can be simplified to
(ala=1)* " a" —(a=1)"] 2 [a" T —(a—1)"+1]. (42)
Using binomial expansion, (41) becomes

[15]

(a@a =1 " (a-Da" TP 4t (a - )T >

@5 4+ (a—1)a" - 4 (a— D ot (a - K] (16]

s (a— DS f @ —1)aST et (a - DF KR >
k terms
[@X +(a— 1" g (a— 1) e 4 [17]
k terms
(a—D a4+ 4 (a= 1) Ta+ (a — 1)5]
(18]
K-k+1 terms
& (a—-DF " D+ @D TR >
(a—D a4 (a1 Ta+ (a— 1" 42)

. [19]
Sincea > 3, we have((a— 1)K+ 1) > (K —k+1) > 1.
Hence,

((a— D5 F D™+ 4 (a - DT > 20]
((a— D5 e > (a—DFa 4 4 (a— 1K) @3)
K-k+1 terms [21]
and (42) holds.
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